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Introduction

What isPogini?

Pogtini is an email protection service that provides each user with a Message Center where your spam and
viruses are filtered and quarantined. Y our legitimate email messages are delivered to your email inbox,
just as they aways have, but junk and virus-infected email is routed to your Message Center. You can
a so customize the service from within the Message Center.

You can review quarantined email messages and deliver the ones you want to your inbox from the
Message Center.

How Doesthe M essage Center work?

Vaid emal messages are deivered to your inbox as usua. Messages that meet certain filtering
characterigtics (which are set by your administrator) are sent to the quarantine area. Pogtini's robust spam
filtering system has the intelligence to determine if messages fdl into one of four “ Category Filters’: Get
Rich Quick, Specia Offers, Sexudly Explicit or Racidly Insensitive. Based on these categories and
multiple levels of scanning, you can nearly eliminate al unsolicited messages from entering your email
inbox.

Gettingthemogt out of your Message Center

It is strongly recommended that you check your Message Center daily at first so your filters"learn” to be
more effective and accurate. Upon regular review, remove the unwanted messages and deliver the ones
you want. Y ou can aso safely read the contents of avirus-infected email in your Message Center without
the risk of harming your own persona system.

Weekly reminders will ingtruct you to check your Message Center and review quarantined email. All
quarantined messages are held for 14 days until they are automatically deleted, unless you remove or
deliver them.

This document walks you through using and managing your Message Center.
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Login and Overview

How dol accessmy MessageCenter ?

Once your account has been activated, you will receive a “Welcome’ email directing you to your
message center.

B MX Resources has Activated your New Mail Services! - Message {(HTML)

i Flle Edt Wiew Insert Formab  Tools  Actions  Help

: g Reply | SfiReplytoall | i Forward | (& g | L | ¥ (S5 X |« - % - A | @ |
From: [ Resources Support [SUpport@mxr esources, com) Sent:  Wed 12/2902004 2:27 AM
To: demo@mxresources, com
Lal:H

Subjeck: M2 Resources has Activated your New Mail Services!

Dear demo@mxresources.com,
MX Resources has activated your virus and junk mail protection services.
fou should log in to your personal, password-protected MX Resources Message Center as soon as possible.

Your login address is: dermo@mxresources. corm
fou should access your configuration page using the same password you are currently using to
check your M¥ Resources email account.

To log in to your MX Resources Message Center, use this link:

http:iflogin. postini. comdexec/ogin? email=demaif@mxresources. com

You rmay also modify your default settings or deactivate any services.

Thank You! MX Resources

LogintotheMessage Center

1. Click on the Message Center link in the Welcome message or navigate to
http:/Amaww.mxresources.com. 1t's helpful to bookmark thelog in page.

Log in to your message center.

Log in Address ichr\stme@acme cam

example: joe234ifsenice.com

Password l"-u-"
note: password is case-sensitive
™ Remember my Address and Password (what is this?

oG n ]

Log In Help
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2. Enter your log in address, as indicated in the Welcome message.  This address will be your
emall address.

3. Enter your password as directed in the Welcome message.  This password will usually be the
same as the password you use to access your company email box. If you are unsure what your
password is, check with your company’s email administrator.

4. Whenyou signin using your address and password, your browser can "'remember” you by using
a persistent cookie on your computer. By selecting the checkbox on the log in screen, you can
bypass the log in each time you come back. Be sureto close the browser window instead of
logging out. Upon your return, you won't be prompted for a password. If you use a shared
computer (in alibrary, Internet cafe, schooal, or other public area) where someone could see your
persona message center, do not select the Remember Me checkbox.

TheMessage Center Main Window
The Message Center has severd different aress:

Application settings for Account gettings, mcluding
Junk, Virus, and Wireless change password
T

Message Center

Junk Email Set'l:ing:|si:]I Wirus Seﬂ:inqso Wireless Seﬂinqs{; Account Settings Help Log Owt
Message Center Online help
“ievs: OQuarantined | Delivered | Remowed

& Suspicious Junk Email Folders for mesgzages delivered or removed |

We've guarantined these junk email messages before they reached your inbox. Remove unwanted
messages and deliver the ones that you do want.

Femove ihﬂessages Deliver ITo our Inbox Meszage 1-4 of 4

Bemove All Messages

Quarantine | gopder Subject Filter Date (¥l
[T dealsforyouzzzi@hotmail.com STIMULANT FREE DAILY WEIGHTL 0SS ! ﬂ 04162003
[T cyberchristine2@hotmail.com Repair of cells and metabolic functions n ﬁ 04152003
" cyberchristine2@hotmail.com | want to meet you tonight gjemhcewbvijbo £ 04-15-2003
[T cyberchristine2@hotmail.com Hurry, take advantage or the super low mor... ﬁ 04152003

Selact All Unzelect Al

Femove ihﬂessages Deliver I% Fl].tEI iCL’TllS
S

Delete selected junk email out Move selected email out of
of quarantine quarantine and into your inbox
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TheQuarantineArea

If you would like to view the contents of a message in the quarantine list (for example, if you are
uncertain if anitemisjunk), click on the subject link, and the message content will appear.

Filter Icons

ﬁ This message is general bulk email.

EEE

This message contains sexually explicit content.

l" This message contains “ Get Rich Quick” and other financially related offers.

-

e

E a This message contains racially insensitive material.

This message contains special offers and advertisements.

Removeor Ddiver Email M essages

Remove Junk Email

To remove or ddiver messages, check the messages and click the appropriate button (Remove or
Ddliver).

We've quarantined these junk email messages befare they reached your inbox. Remove unwanted messages
and deliver the ones that you do want,

Remove |jjecages  DElivEr iTD Vour Inbas Message 1-3 of 3

Bemowe Al Messages

[~ Sender Subject Filter Date
¥ sally657@hotmail.com Fwd: about monday... % 04-16-2003

When delivering a message to your inbox, you will be prompted to add the sender to your
Approved Sender List. Adding the sender will allow them to aways bypass the Junk Email filters.
Itis highly recommended that you add your friends, family, colleagues, and associatesin order to
improve the accuracy of your filters.

Email Delivered

The following messages have been delivered to your inbox. Selecting the "Approve” check box allows messages
fram the selected address to bypass the junk email filter,

Approve Address Subject
v isaIIyEE?@hmmail.cDm _:_! Fued: about monday...
Cantinue
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Ddivered and Removed Folders

When you ddiver email from the Message Center, it is forwarded to your inbox. A copy isaso placed in
the Ddlivered Folder. Messages are permanently deleted from the Delivered Folder on a periodic basis.
To view the contents of the folder, click the Ddlivered link.

Junk Email Seﬁinqs{} Wirus Settingsﬂ' Wireless Se‘ftingsll:]I Account Settings Help Log Out

Delivered Messages

Wiews: Quarantined | Delivered | Remowed

A Suspicious Junk Email

Messages "Delivered” from the Message Center are copied here. They will be permanently deleted 2 days
after delivery.

Femowe |,U1F__SSEEIF__5 Delier IT,J Your Inbs tdessage 1- 1 of 1

Bemove All Messages

[~ Sender Subject Filter Date [¥]
™ sally657@hotmail.com Fwd: about monday... ﬁ 04162003

Once ajunk email message has been deleted from the Message Center it is placed in the Removed Folder.
Messages will be permanently deleted from the Removed Folder by the system on a periodic basis. By
clicking "Empty Trash", al messagesin the Removed Folder will be permanently deleted with no method
of recovering them.

Removed Messages

“iewy: Guarantined | Delivered | Remowed —

Messages "Removed” from the Message Center are listed here and are permanently deleted on a regular
basis. Wiruses cannot be delivered to your inbox from this page.

Empty Trash Message 1- 10 of 10
Sender Subject Filter Date
dealsforyouzzz@E@hotmail com STIMULANT FREE DAILY WEIGHTLOSS | ﬁ 04-16-2003
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Junk Email Filters

Each message is scored by its probability for being junk email. Postini will compare the spam score of the
message with your persond tolerance levels for that specific category of junk email (screenshot follows).
Messages exceeding your tolerance will be quarantined to your Message Center.

The filters can be tailored to match your personal preferences. For example, you may wish to receive
specia offers, so you would set that filter to alenient setting, but you may not wish to receive any get rich
quick offers, s0 you would st that filter to amore aggressive setting.

Junk Email The junk email filter protects your email inbox from unwanted messages. Suspicious
Blocking  spam will be quarantined in your Message Center. Adjust the settings to personalize
your level of protection.

Spam =elect the specific categaries of junk email that you want to block fram your inbox,

Filters
Lenient Aggressive
. Master filter s=etting to block most
ﬁl Bulk Email e @ c e e unsolicited email
off
Adjust overall protection against
L. '8 e o ] P a

EEE3 Sexually Explicit 8 s ' zsexually-orientad messages

l-’ Get Rich Duid - e I e - ﬁu:le!st owerall protection against money-
making offers

% Special Dffers ' o - - - Adjust overall protection against too-
good-to-be-true offars
Adjust Il protecti inst hate-

&‘a Racially Insensitive i . . . i* .Ju mrera. protection again=t hate
oriented topics

oawve Changes I Cann:el_l

What dothefilter levdlsmean?

As you increase the spam filter levels, you increase the amount of junk email that is caught and the
effectiveness of the system. Y ou also have a greater chance of legitimate email being quarantined (called
a “fdse quaranting’) during the initid ‘breaking in period’. Setting filters is a trade-off — a more
aggressive setting means more junk email will be quarantined, however, it also increases the odds of a
false quarantine occurring.

Sender Ligs

The Approved Sender List dlows you to designate individuals or domains that will aways bypass the
filters and will automatically be delivered to your inbox. We recommend that you add friends, family, and
associates to the Approved Sender ligt. This is the best method for preventing legitimate messages from
being fasely quarantined.

Usage Guide for the End User -7- MX Resources, LLC



The Blocked Senders List dlows you to designate addresses that will aways be blocked regardless of
content. We do not recommend using the Blocked Sender list to block regular spammers. Spammers
continually change and spoof their address and domain, making this approach usdess. The Blocked
Sender list isto help block newdletters that are difficult to unsubscribe from or bothersome senders.

Sender Approved Addresses will allow senders to bypass the junk emall filters. Blocked Addresses will
Lists keep messages from reaching your inbosx.

Are you trying to approve an email mailing list or newsgroup? | ves

Approved Senders Blocked Senders

To approve email from an entire domain, To black email from an entire domain,
enter addreszes in the form "domain.com”. enter addreszzes in the form "domain.com".
I If 3 message has bean quarantined,

there iz no need to add the spammers

Sawve to List | address or domain.

client.com il Sawe to List |

customer.cam

domain.com

My-COMParny.com

my-tamily.org

postini.com ﬂ
Toremaowe approved addresses,
highlight and click "Delete from List".

Delete from List | J

To remowve blodked addresses,
highlight and click "Delete from List".

Delete from List

Adding spammers to this list can be
ineffective - spammers continually
change their address. maore ...

spammer@sparm.com - |

VirusSdtings

If avirus is detected, your message will be safely detained in the Message Center. Y ou can safely view
the virus-infected message from within the Message Center without fear of transmitting the virus to your
operating system or installed software. Virus Scanning cannot be turned off.

Message Center

Junk Email Set‘tinnso Wirus Set‘linnso Account Settings Help Log Out

Message Center view: GQuarsntined | Delivered | Remowved

A\ irus Alert
These virus-infected messages have been quarantined BEFCORE they reached your email inbox.

Messages Message 1-2 of 2

H Sender Subject Date ki
[]  support@symantec.com Re: Submit a Virus Sample 12-17-2004
[ capece@smmec.ca.gov Notice again 12-16-2004

Virus definitions are regularly and awtomatically updated - protecting you from the latest emall virvses.
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Account Settings
Clicking the Account Settings link takes you the Account Settings page.

Message Center [ T———

Junk Email Seﬂingso Wirus Seﬁingso Account Settings Help Log Out

Account Settings
Managing Multiple Email Addresses

o Add an alternate address

Remember e

o What is "Remember My Address and Pagsword"?

From this page you can:

1. Manage multiple email addresses. Do you have several email accounts and addresses? Y ou
can map these alternate addresses to your Message Center. If you do not map these addresses
to your Message Center, you still may receive spam. Adding alternate addresses will send a
confirmation email to confirm you are the legitimate owner of the address. Y ou may submit as
many alternate addresses as you own.

2. Enable“Remember M€”. Thislink displaysinformation that explains the “Remember my
Address and Password” feature.
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Freguently Asked Questions

1

10.

How do | know when | have messagesin quarantine?

Y ou should log in to your Message Center periodically to review your quarantined messages,
deliver any legitimate messages and remove junk messages. Y ou will receive an email
notification on aregular basisin your primary email inbox if any messages have been
guarantined.

What if | don’t want my email to befiltered?
Set Junk Email Blocking to off in the Junk Email Settings page, or contact your email
administrator.

Can someone elseread my email ?

Postini’ s patent-pending email processing technology allows messages to be processed in real-
time as the packets flow through the Postini servers, and so legitimate messages are not written
to disk. This ensures that Postini does not expose your datato hackers or potential loss of data.
Postini’ s filters process al email without human contact with mail flow or individual
messages.

Why do | need to enable cookies when logging into my M essage Center ?

Cookies are only used to identify and validate users. The persistent cookie contains the email
address of the user who last logged in to Postini. This cookieis only used when logging in. All
other cookies expire within 40 minutes or when the browser is exited. When the "Remember
my Address and Password” checkbox is checked, then the cookie will not expire for the
Message Center until the "Logout" link is clicked.

What happensto messages | have delivered from the M essage Center ?
They are delivered directly to your inbox and a copy is placed in the Delivered folder.

What happensto email | delete from quarantine?

When messages are removed, they will be completely purged from the Removed items folder
approximately 2 days after removal. If you would like the purge to be immediate, click on the
"Empty Trash" button from the Removed folder. Unless specifically removed, messages will
be quarantined for 14 days.

Why can’t | log in? What if | havetrouble getting in to my M essage Center ?

If you enter an incorrect password on the log in screen, the system will provide you with an
additional opportunity to enter your username and password. Ensure you are using the same
password as you use to log into your own Inbox.

In some cases, MX Resources may maintain passwords for your Message Center that are
separate and different than your email password. If thisisthe case, your Welcome Message
will indicate this and provide you with your initial password.

If the problem persists, contact your email administrator directly for assistance or email
SuUppOrt@mxresources.com.

What if | havetwo or more separate email addr esses?
Y ou should map all your email accounts to the same Message Center to ensure spam does not
get through. See the Account Settings section of the Configuration chapter.

Can | import my contacts or address book to the Approved Senderslist?

No, contacts and addresses can only be added manually. If your list of approved sendersis
extensive, we suggest adding domainsto your list (e.g. yourcompany.com) where practical, in
order to make the best use of the limit for the Approved Sender list.

What if messages are quar antined that | want delivered to my email inbox (false
guarantines)?
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Adjust your spam filters to amore lenient setting and add senders to your Approved Senders
list.

11. Will | receive natifications or remindersabout my M essage Center ?
Yes. After your account is activated, you will receive awelcome message, detailing how to
log into your Message Center.  Every seven days, you will receive areminder that spam has
been quarantined and that you should review these messages to ensure al valid email was
delivered to your inbox.

12. What if alot of junk email is still getting through?
Thefilters can block up to 95% of spam from reaching your inbox. Unwanted messages can
still get through. Follow the suggestions below to maximize your filter effectiveness:

e Increaseyour settings. The more aggressive the filter setting, the fewer spam
messages will reach your inbox. Please note that the more aggressive the setting, the
more often you should visit the Message Center to confirm that |egitimate messages
are not quarantined. If they are, add those senders or domains to your Approved
Sender list.

e Review your Approved SendersList. Do you have other email addresses which
forward email to this account? If so, ensure these addresses are NOT on the Approved
Senders List. Including an email address that forwards mail to your account on your
approved sender’ slist can allow spam to get through the filters. Thiswould happen
because the forwarded email would appear to come from the account which
forwarded it, not the spammer. If that account ison your Approved Senderslist,
those emails would not be filtered at all, thus letting spam through.

e Forward your spam. Participate in keeping the filters accurate by sending your
unfiltered spam messages AS ATTACHMENTS in email to spam@postini.com. This
does not guarantee that these messages will befiltered in the future, but will be used
by engineersfor filter tuning.

13. How do | get technical support?
Technical support can be obtained from several sources including your company’s email
administrator or viathe web at http://www.mxresources.com. If you still have questions, email
support@mxresources.com or call (888) 556-7788.
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Copyright

Postini, the Postini Logo, Perimeter Manager, Security Manager, Network Edition, AirPogtini, and Pogtini Message Platform are either
registered trademarks or trademarks of Pogtini Inc. Podtini is a registered trademark of Pogtini, Inc. All other trademarks are the
property of thelr respective holders.

Use of any Pogtini solution is governed by the license agreement included in your origina contract. Any source code is a confidentia
trade secret of Pogtini Corporation. Y ou may not attempt to decipher, decompile, or develop source code for any Postini product or
service offering, or knowingly alow othersto do so.

Disclaimer

The virus protection assgtant is constantly kept up to date through worldwide virus tracking centers. As malicious viruses bresk out
and mutate, updates to the virus recognition software with the latest virus definitions are made, alowing usto identify them and render
them harmless. Although this service will protect you from virtudly al incoming email-borne viruses, it isimportant to know that this
sarvice, and otherslike it, cannot guarantee that your system will never be infected. The best anti-virus solution is a layered approach
that protects SMTP, HT TP, and desktop resources.
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